To appear in: Proc. of the 5" Symposium on Formal Methods for Automation and Safety in
Railway and Automotive Systems (FORMS/ FORMAT 2004).

FORMAL MODELLING AND ANALY SIS OF FAULT TOLERANCE PROPER-
TIESIN THE TIME-TRIGGERED ARCHITECTURE

Holger Pfeifer, Friedrich W. von Henke

Universitat Ulm, Fakultat fur Informatik, Abtl. Kunstliche Intelligenz

Address: James-Franck-Ring, D-89081 Ulm, Germany

Phone: +49 731 50-24121, Fax: +49 731 50-24119, e-mail: {pfeifer|vhenke } @informatik.uni-ulm.de

Abstract: The Time-Triggered Architecture is a distributed computer architecture for the implemen-
tation of highly dependable real-time systems specifically targeting embedded applications, such as digital
control systems in the automotive and avionics domain. We have formally modelled and analysed various
aspects of the underlying communication protocol TTP/C and its fault tolerance properties. This paper
provides an overview of these analyses from a broader perspective and describes the relationships between
the individual items. The algorithms implementing the basic protocol services of TTP/C are heavily in-
tertwined and pose challenging problems for formal analysis. This is true not only with regard to the
construction of formal proofs, but also for the development of the formal models themselves. We argue
that an adequate structuring of the models and proofs along different levels of abstraction is necessary to
enable the formal modelling of the central protocol algorithms, make their analysis feasible, and resolve
the mutual dependencies among the services.

Keywords: Formal Methods, Deductive Analysis, Safety-Critical Systems, Time-Triggered Architecture

1. INTRODUCTION

The Time-Triggered Architecture (TTA) (Kopetz,
1995, 1998a; Kopetz and Bauer, 2003) is a dis-
tributed computer architecture for the implemen-
tation of highly dependable real-time systems.
Envisioned applications of TTA are embedded
digital control systems in the automotive or avion-
ics domain (Heiner and Thurner, 1998). In such
safety-critical applications, the dependability of
the system becomes a prime issue since failure
may have catastrophic consequences. Embedded
systems of this kind typically involve distributed,
real-time computations and requirements of fault
tolerance; this makes their analysis and the verifi-
cation that they behave as required inherently dif-
ficult. To obtain the kind of reliability required
for highly safety-critical applications mere testing
alone is usually insufficient. In this regard, for-
mal analysis can provide an additional source of
confidence; in fact, it has been argued (Butler and
Finelli, 1993; Rushby, 1995) that the necessary
level of confidence in correct behaviour cannot be
achieved without a careful formal analysis of the
mechanisms and algorithms involved.

The Time-Triggered Protocol TTP/C consti-

tutes the core of the communication level of
the Time-Triggered Architecture. It furnishes a
number of important services, such as atomic
broadcast, consistent membership and protection
against faulty nodes, that facilitate the develop-
ment of these kinds of fault-tolerant real-time
applications. Several aspects of TTP/C and re-
lated protocols have been formally modelled and
analysed, including clock synchronisation (Pfeifer
etal., 1999), group membership (Katz et al., 1997;
Pfeifer, 2000; Bouajjani and Merceron, 2002),
the startup procedure (Merceron et al., 1998;
Steiner et al., 2004), and fault tolerance proper-
ties of the communication system featuring cen-
tral guardians (Pfeifer and von Henke, 2004).

In this paper we provide a broader overview
of the results of our work of formally modelling
and analysing the fault tolerance properties of
TTP/C we have carried out in recent years. It
is not our intention to provide in-depth descrip-
tions of the formal details of these analyses, but
rather focus on the modelling approaches taken
to connect the correctness arguments constructed
for the individual items. In this regard, we par-
ticularly emphasise the importance of abstraction
and genericity in the design and structuring of the



formal models and proofs. Abstraction is a fun-
damental prerequisite for the feasibility of formal
analysis, as it allows for both structuring the mod-
els by the provision of abstract interfaces and hid-
ing details unnecessary or irrelevant for the formal
analysis and the demonstration of critical proper-
ties. An adequate structure of formal models al-
lows one to concentrate on particular aspects of a
TTA system, such as the behaviour of the commu-
nication network, or the properties of protocol al-
gorithms like group membership. Different items
can then be analysed separately from each other,
assuming certain properties of other models where
necessary.

For instance, the two central algorithms of
TTP/C, clock synchronisation and group member-
ship mutually depend on each other. The algo-
rithms have previously been analysed in isolation
(Pfeifer et al., 1999; Pfeifer, 2000) and the ques-
tion arises whether the combination of the argu-
ments for the individual analyses is sound. By
carrying out these analyses at appropriate levels of
abstraction, where the formal models provide ab-
stract interfaces to exchange information or other
requirements between the analyses, the cyclic de-
pendency of the individual proofs can be resolved
to obtain a single, integrated proof of correctness
for both algorithms.

Moreover, abstract interfaces of the models
also provide a certain degree of genericity, which
enables one to express the commonalities of a
wide range of designs in a coherent way. For
example, there are two common physical inter-
connection topologies for TTA, the bus and the
star. In order to protect the shared communica-
tion network against faulty behaviour of nodes,
autonomous units, so-called guardians, supervise
the nodes’ output. The original bus topology of
the communication network employed local bus
guardians, which were placed between the nodes
and the bus. In the more recent star topology, cen-
tral guardians are used in the hub of each star.
For a given analysis of some protocol aspect of
TTP/C one could ask how sensitive the models are
to changes in the topology of the communication
network. ldeally, one would like to develop mod-
els that allow proofs to be established for either
variant of the guardians. Using generic models,
one can capture the essence of the functionality of
a guardian and establish properties independently
from an actual implementation. Subsequently, the
generic guardian models can be refined both to a
central guardian-based view and to a model for lo-

cal bus guardians, which inherit the properties of
the generic model. Thus, properties established
for one type of network topology can easily be
carried over to another.

The paper is organised as follows. In the next
section, we give a brief overview of the main as-
pects of the Time-Triggered Architecture. The
subsequent section describes the structure of a for-
mal modelling framework we have developed to
analyse the various aspects and components of
TTA. Then we elaborate how to employ the frame-
work to formally analyse the fault tolerance prop-
erties of the most critical algorithms of TTA in
Sect. 4. Finally, we conclude in Sect. 5.

2. BRIEF OVERVIEW OF TTA

In this section we only briefly describe the main
aspects of the Time-Triggered Architecture to the
extent that is required for this paper. For more
detailed presentations we refer to (Kopetz and
Bauer, 2003; Bauer et al., 2001; TTTech, 2003).
In a Time-Triggered Architecture system a set of
nodes are interconnected by a real-time communi-
cation system. Nodes consist of the host computer
running the application software, and the commu-
nication controller, which accomplishes the time-
triggered communication between nodes. The
nodes communicate via replicated shared media.
There are two common physical interconnection
topologies for TTA. Originally, the channels were
replicated, passive buses, while in the more recent
star topology the nodes are connected to replicated
central star couplers, one for each of the two com-
munication channels.

The distinguishing characteristic of time-
triggered systems is that all system activities are
initiated by the passage of time (Kopetz, 1998b).
The autonomous TTA communication system pe-
riodically executes a time-division multiple access
(TDMA\) schedule. Thus, access to the network is
divided into a series of intervals, called slots. Ev-
ery node exclusively owns certain slots in which
it is allowed to send messages. The times of the
periodic sending actions are determined at design
time of the system, and a static scheduling ta-
ble, called the message descriptor list (MEDL),
stored at each communication controller, contains
the send and receive instants. It thus provides
common knowledge about message timing to all
nodes.

The Time-Triggered Protocol is designed to
provide fault tolerance. In particular, the protocol



has to ensure that non-faulty nodes receive con-
sistent data despite the presence of possibly faulty
nodes or a faulty communication channel. The
provision of fault tolerance is based on a num-
ber of assumptions about the types, number, and
frequency of faults. Altogether, these assump-
tions constitute the so-called fault hypothesis. The
main assumption for the algorithms implemented
in TTP/C is that a fault manifests itself as either a
reception fault or a consistent send fault of some
node (Bauer et al., 2002). In particular, the TTP/C
services rely on transmission faults being consis-
tent. That is, messages must be received correctly
by either all non-faulty nodes or none. How-
ever, the Time-Triggered Architecture can tolerate
a broader class of faults by intensively using the
static knowledge present in the TDMA schedule.
This allows to transform arbitrary failure modes
of nodes into either send or receive faults that can
be tolerated by the protocol. The guardians mon-
itor the temporal behaviour of the nodes and bar
a faulty node from sending a message outside its
designated slots. Thus, timing failures are effec-
tively transformed into send faults.

It is also due to the industrial demand to
minimise costs that the various services provided
by the Time-Triggered Protocol are tightly inte-
grated. For instance, there are no distinct phases
for exchanging messages for clock synchronisa-
tion or message acknowledgement; instead, those
services are realized as side effects of ordinary,
scheduled message exchanges. This is accom-
plished by utilising the global information about
the communication structure that is stored in the
MEDL. As the intended system behaviour is thus
known to all processors, important information
can be derived indirectly from the messages. For
example, the MEDL contains information about
the duration of a given slot or the identity of the
sending processor. This knowledge can be ex-
ploited by the clock synchronisation service to
gain information about the processors’ local clock
readings. As the delivery time of a message is
known beforehand to all processors, the difference
between the expected and the actually observed
arrival time can be used as an estimate of the de-
viation of the sending processor’s clock from that
of the receiver. This information is used to period-
ically calculate correction terms to adjust the pro-
cessor’s local clock and thus keep it in synchrony
with the other clocks of the cluster.

The group membership service uses the mes-
sages of processors as life-signs. For example,

a receiving processor can determine that a mes-
sage is missing immediately after the anticipated
arrival time has passed. Similarly, the successful
reception of a message is a sufficient condition for
the sending processor to be considered active.

As the mentioned protocol services rely on
consistent message transport, there exist mutual
dependencies between these services. For exam-
ple, it is obvious that the clocks of the processors
must be synchronised in order to allow for cor-
rect message transport. Consequently, the clock
synchronisation service is a prerequisite for group
membership. On the other hand, for clock syn-
chronisation processors need to analyse the re-
ception times of messages that are correctly re-
ceived. Since processors can only communicate
with members of their own group, clock synchro-
nisation requires the availability of group mem-
bership. This extreme integration of the vari-
ous protocol services makes formal analysis even
more necessary, but also more difficult.

3. FORMAL MODELSFOR TTA

The central part of our formal analysis work for
TTA is represented by a formal framework for
modelling and analysing the Time-Triggered Ar-
chitecture and the services provided by the Time-
Triggered Protocol. One of the goals in the de-
sign of the framework was to be able to inte-
grate previous work on the formal analysis of fun-
damental algorithms of the Time-Triggered Pro-
tocol, such as the group membership algorithm
(Pfeifer, 2000) or the clock synchronisation algo-
rithm (Pfeifer et al., 1999), into the framework
without major modifications. In particular, we
have aimed at providing suitable interfaces to al-
low for a seamless integration. To this end, we
developed a series of generic and abstract formal
models that allow for the various aspects of TTA
be analysed individually without compromising
the need to integrate the individual analyses.

A natural way to structure the framework is to
create several formal models according to the ar-
chitectural design of a TTA system. Consequently,
our the formal modelling framework for TTA con-
sists of two major classes of models: first, generic
models that describe the general behaviour of the
nodes in a TTA system, and second, generic mod-
els that focus on the fault-tolerant properties of the
communication network of a TTA system. For-
mal models for the analysis of the fault-tolerant
properties of the particular protocol algorithms of



TTP/C can then be based on these two sets of
generic models.

In the remainder of this section we explain the
main aspects of the generic models in our frame-
work.

3.1 Generic modelsfor node behaviour

The models that describe the general behaviour of
the nodes in a TTA system are intended to form
the common ground for the analysis of the most
critical properties of TTP/C. The models abstract
from various details in the execution of the TTP/C
protocol. In essence, the behaviour of a node is re-
duced to describing the actions it takes in a single
slot of the TDMA schedule, that is, the sending
and receiving of messages, and the update of its
internal state according to the message received.
Therefore, there are three entities that describe the
behaviour of a TTA node:

e its current internal state,
e the message it sends in a slot, if any,
e the message it receives in a slot.

The values of these entities at a given time are
determined on the one hand by the protocol al-
gorithms the node is executing, and on the other
hand by the environment. While a node can con-
trol its own internal state and the messages it is
sending, the environment is responsible for the
messages a node can receive. Moreover, the envi-
ronment can cause a node to become faulty. Con-
sequently, we need two objects to model what it
means for a node to execute (an algorithm of) the
Time-Triggered Protocol:

e a state-transition function t r ans,
e amessage-generation function nsg.

Since it is our goal to develop a generic model
that can be used to describe different algorithms
of the Time-Triggered Protocol, these two items
become parameters of our model. In order to for-
mally model a given protocol algorithm such as,
for instance, group membership, one has to pro-
vide concrete values to these two parameters.
With regard to the concrete modelling of the
actions a node takes, that is, its state transitions
and the generation of messages, one has to decide
at which granularity these actions should be mod-
elled. A more abstract description is likely go-
ing to facilitate formal analysis, while a more de-
tailed model would allow for the analysis of differ-
ent kinds of properties that might not be express-
ible within the abstract model. As these models

are going to be used to analyse the protocol algo-
rithms of TTP/C, one has to answer the question
of what are the appropriate levels of abstraction
for these algorithms. A natural level of abstrac-
tion is given by the so-called untimed synchronous
system model (Lynch, 1996). On this level, one
assumes that all nodes execute their state transi-
tions synchronously in a lock-step fashion. This
corresponds to nodes that employ perfectly syn-
chronised clocks. This view is taken for most of
the informal protocol specification document (TT-
Tech, 2003), since it allows a convenient descrip-
tion of the protocol algorithms in terms of the slots
in the TDMA schedule. At this level of abstrac-
tion, the state transitions of nodes can be modelled
by a simple recursive function on the slot num-
bers. Figure 1 shows the relevant parts of a formal
module (in the specification language of the PVS
system (Owre et al., 1998)) that describes the state
of a node p in a given slot from the untimed, syn-
chronous system model view. Note that the state
transition function t r ans and the message gener-
ation function ns g are parameters of the PVS the-
ory. Thus, the theory captures the essence of the
synchronous behaviour of a systems and can be
applied to model a given synchronous algorithm,
such as the group membership algorithm, by in-
stantiating the parameters with concrete values.

synchr onous_syst em

[(...)

, initstate : [Proc -> InitState]
, hBg : [Proc, State -> Message]
, trans : [Proc, State, Message
-> State]
] : THEORY
BEG N

(.-
state(slot)(p) =
IF slot =0
THEN i nitstate(p)
ELSE LET s = state(slot-1)(p),
m = rcvd(slot-1)(p)
IN trans(p,s, m
ENDI F
END synchronous_system

Fig. 1: PVS theory for untimed synchronous sys-
tem model

However, not all properties are expressible at
this level. In particular, this refers to everything
that specifically involves time, such as a clock
synchronisation service, since the timing aspect is
abstracted away in the synchronous system model.
Hence, one also needs a more detailed description
to model the timing behaviour of nodes. In com-
parison to the model for the untimed, synchronous



level the timed model additionally introduces en-
tities that formalise the local clocks of the nodes,
and the state updates and generation of messages
are now described in a more fine grained way on
the level of the ticks of these clocks, rather than
in terms of slots. On the other hand, the func-
tions describing the state transitions the message
generation are again only parameters of the model
in order to provide a generic interface for various
concrete algorithm instances.

Obviously, if different aspects of the commu-
nication protocol TTP/C are modelled and anal-
ysed at different levels of abstraction, using dif-
ferent formal models, the question arises how the
different model layers relate to each other. In
fact, the untimed synchronous system model is
a sound abstraction of the time-triggered system
model provided that the clocks of the processors
are synchronised within a small bound. This re-
lationship can be captured generically (Rushby,
1997, 1999), i. e. it is independent of the partic-
ular algorithm that is modelled at the synchronous
level. Rushby’s proof allows properties, which
have been established on the more abstract level
of synchronous systems, to be transformed, or re-
fined, to the concrete time-triggered system level.
Moreover, it should be noted that the validity of
this generic refinement proof depends on the pres-
ence of a clock synchronisation service, because
only if the clocks of the node are synchronised
tightly enough can the internal states of the nodes
as expressed on the abstract level be faithfully
translated onto the timed system level. Depend-
ing on the precision of the clock synchronisation,
one obtains bounds on the instant at which a node
must begin its message broadcast, and on the in-
terval during which a node must wait for messages
to arrive. Qualitative constraints relating the vari-
ous timing entities involved can be extracted from
the formal refinement proof.

Finally, the formalisation of the actions that
can be taken by the environment is what consti-
tutes the fault model. Here we have to describe the
assumptions about what kind of faults can possi-
bly occur to a node, and how the messages sent by
a node relate with the messages a node can receive
at the other end. This latter point in particular is
dealt with separately in the formal models about
the communication network, which we are going
to describe in the following subsection.

3.2 Modelsfor the communication networ k

The modelling of the communication network
complements the models that deal with the inter-

nal behaviour of the nodes. They describe the ac-
tions taken at a node to send and receive messages,
and the functionality of the communication chan-
nels and their guardians.

The overall goal of modelling the communi-
cation network is to provide a concise description
of the arguments that support the following three
main correctness properties of the TTP/C commu-
nication:

e Validity: If a correct node transmits a cor-
rect frame, then all correct receivers will
accept the frame.

e Agreement: If any correct node accepts a
frame, then all correct receivers do.

e Authenticity: A correct node accepts a
frame only if it has been sent by the
scheduled sending node of the given slot.

Once these properties are established, they can be
exploited in subsequent analyses of protocol al-
gorithms. This is preferable, since it is generally
more feasible to base an analysis on properties of
a supporting model or theory, rather than on the
mere definitions of the model itself.

In order to facilitate the deduction, the formal
proofs of these properties are decomposed into a
series of smaller steps, and a hierarchy of corre-
sponding models has been developed. Each of
the single models focuses on a particular aspect
of the communication. Altogether, we have iden-
tified the following four suitable model layers:

e General specification of the reception of
frames.

e Channels without guardians, requiring a
strong fault hypothesis.

e Channels with guardians, requiring only
a weaker fault hypothesis.

e Different network topologies: local bus
guardians and central guardians.

Each of the models contributes a small step to-
wards proving the desired correctness properties.
The steps themselves are each based on a set of
assumptions or preconditions. Put in an abstract,
and maybe also a slightly over-simplified way, on
each model layer i one establishes a theorem of
the form

assumptions; = properties; 1)



assumptionsg, = propertiesg
= o =

assumptions, =

properties
= o =

assumptions, = ... = properties;

Fig. 2: Reasoning structure of models for the communication network

The idea is to design the different models in such
a way that the properties on one level establish
the assumptions on the next. Ultimately, the mod-
els are integrated and the reasoning is combined,
yielding a chain of implications of roughly the
kind depicted in Figure 2. The final properties,
properties g, correspond to the desired main cor-
rectness properties of the TTP/C communication
as specified above, while the initial assumptions,
assumptions, describe what constitutes the ba-
sic fault hypothesis.

We are going to briefly summarise the main
aspects of the four model layers. At the bottom,
the model describes the reception of frames by the
nodes. Here, the various actions that nodes take
in order to judge the correctness of the received
frame are formalised. This amounts to consid-
ering the transmission time and the physical en-
coding rules of the frame, and the outcomes of
the CRC check and the C-state agreement check,
respectively (TTTech, 2003). The main correct-
ness properties of the communication network are
then expressed in terms of these notions. The
assumptions of this model layer concern require-
ments about the functionality of the communica-
tion channels. In particular, they describe proper-
ties of the frames that a channel transmits, such
as physical encoding or delivery times, and reflect
the hypothesis about possible faults of the com-
munication network. In essence, this model estab-
lishes a proposition that informally reads as fol-
lows:

general _channel_properties =
Validity A Agreement A Authenticity

(&3]

On the next level, we model the transmission

of frames through channels that are not equipped
with guardians. The goal is then to derive the as-
sumptions of the basic model, as covered by the
expression general_channel_properties. How-
ever, in order to do so, a strong hypothesis on the
types of possible faults of nodes is necessary. This
strong fault hypothesis requires, for instance, that

even a faulty node does not send data outside its
sending slot, and nodes never send correct frames
when they are not scheduled to do so. Using our
informal notation, we can sketch the reasoning at
this model layer as follows:

strong_fault_hypothesis =
I_channel ties O
generat_channel_properiies
Guardians are employed to transform arbi-
trary node faults into faults that are covered by the
strong fault model. Thus, the strong fault hypoth-
esis can be replaced with weaker assumptions on
the correct behaviour of the guardians. The func-
tionality and the properties of the guardians are
formally specified in the third model of the hierar-
chy, where the following fact is established:

weaker_fault_hyp. A\ generic_guardian =
general_channel_properties

4
The model of the guardians is generic, as it does
not, for instance, stipulate the type of guardian to
be used in the communication network. The fi-
nal level of our hierarchy models each of the two
typical topologies of a TTP/C network: the bus
topology and the star topology. In the former, each
node of the network is equipped with its own local
bus guardian, one for each channel, while in the
latter the guardians are placed into the central star-
coupling device of the channels. On this model
layer we show that the properties of the guardians
are independent from the choice of a particular
topology, given that both the local bus guardians
and the central guardians implement the same al-
gorithms. Hence, we establish the following facts:

local_bus_guardian = generic_guardian
central_guardian = generic_guardian
()
The hierarchic arrangement of the models for
the communication network allows for a concise



description of the dependencies of the three main
correctness properties. On the basic level the fun-
damental prerequisites are described that are nec-
essary for the desired correctness properties to
hold, while the subsequent levels express what
must be assumed from the nodes and guardians,
respectively, to satisfy these prerequisites. In par-
ticular, the treatment precisely explains the bene-
fits of introducing guardians into the communica-
tion network.

Moreover, the genericity of the guardian
models serves as an interface to the analyses for
particular algorithms of the TTP/C protocol. In
these analyses one can abstract from the concrete
realisation of the guardians and the topology of the
communication network, and instead use the prop-
erties established for the generic guardian. Thus,
correctness arguments for a given protocol algo-
rithm can be instantiated for either guardian vari-
ant.

A detailed presentation of the developments
described in this subsection is given in (Pfeifer
and von Henke, 2004).

4. FORMAL ANALYSISOF TTA

In this section we describe how the generic mod-
elling framework just described can be employed
to analyse various aspects of the protocol TTP/C
in a way that allows to connect the correctness ar-
guments developed for the individual protocol al-
gorithms.

4.1 Analysing central algorithms within the
general framework

The formal modelling framework for TTA pro-
vides suitable interfaces to allow for a seamless
integration of analysis of fundamental algorithms
of the Time-Triggered Protocol, such as the group
membership algorithm (Pfeifer, 2000) or the clock
synchronisation algorithm (Pfeifer et al., 1999),
which have been performed earlier. For instance,
the group membership algorithm is modelled at
the untimed, synchronous system level by instan-
tiating the formal parameter t r ans of the PVS
theory synchr onous _syst emwith the defini-
tion of the state transition function for the TTP/C
membership algorithm. On the other hand, clock
synchronisation was analysed at the more concrete
timed system level.

The mentioned analyses of critical protocol
algorithms have been carried out using a num-

ber of abstractions. For instance, the description
of the sending and receiving of messages by the
nodes has been kept abstract. Particularly, entities
such as a bus guardian have not been modelled
explicitly in these models. However, the defini-
tions and proved facts for the basic formal models
of the TTA architecture can easily be re-used in
the analyses of the protocol algorithms by provid-
ing concrete values for the parameters of the basic
models. Thus, the analyses of particular protocol
aspects can be coupled to the developments con-
cerning the overall architecture.

Moreover, previous analyses have been car-
ried out relative to a strict fault model. By inte-
grating them with the models of the communica-
tion network, we can make use of the properties
of the central guardians. In this way, the basis for
the examination of the protocol algorithms is es-
tablished, as the adoption of a strict fault model
for the communication in the analysis of TTP/C is
justified by the reasoning we have carried out on
the guardian properties. Altogether, we argue that
the correctness properties established in previous
analyses of critical protocol services can be car-
ried over to the new star network architecture of
the TTA including central guardians.

In addition to these considerations, there is
another aspect in the analyses of critical proto-
col services: the algorithms for clock synchroni-
sation and group membership have been analysed
separately from each other. While these analyses
are valuable in their own right, it is the integrated
protocol that is implemented and run. Hence, the
question arises whether the results of the isolated
analyses still hold for the integration. We there-
fore investigated how to provide a formal proof
that the individual analyses can be combined in a
sound way.

4.2 Integration of group membership with
clock synchronisation

A closer look at the formal models reveals that
clock synchronisation and group membership de-
pend on each other. On the one hand, there is
a hierarchical dependency in our treatment: the
verification of the group membership algorithm is
carried out at the level of a untimed synchronous
system, where one assumes that all processors
are perfectly synchronised and run in lock-step.
This assumption abstracts from a synchronisation
mechanism and therefore the proofs for group
membership depend on the correctness of the



clock synchronisation service. On the other hand,
the clock synchronisation algorithm of TTP/C dif-
fers from many standard algorithms in several
ways. Most importantly, the way a processor ob-
tains information about the clock readings of other
processors is totally integrated into the exchange
of data messages. Since a processor only accepts
messages from processors that it considers to be-
long to the same membership set, clock synchro-
nisation actually depends also on group member-
ship. These apparently circular dependencies need
to be broken by combining the proofs so that the
results previously obtained by analysing the indi-
vidual services in isolation can also be established
for the integrated services.

However, a simple combination of the two
verification results fails because the levels of ab-
straction at which the services are modelled do not
match. The clock synchronisation algorithm has
been modelled at the more detailed time-triggered
system level, whereas the group membership ser-
vice has been dealt with at the more abstract level
of the synchronous system model. As mentioned
earlier, the untimed synchronous system model is
a sound abstraction of the time-triggered system
model provided that the clocks of the processors
are synchronised within a small bound.

In the following we provide an outline of
the approach to integrate group membership with
clock synchronisation. The first step towards an
integrated proof is to split up the analysis into
a series of successive intervals, corresponding to
the synchronisation intervals used in the analysis
of the clock synchronisation algorithm. This is
the result of the observation that there is a tem-
poral dependency between group membership and
clock synchronisation: in order for the synchroni-
sation algorithm to adapt the processors’ physical
clocks correctly, and thus keeping them synchro-
nised during the following period ¢ + 1, it must
rely on the membership service having been avail-
able during the current synchronisation period 3.
The goal is then to prove, by induction on the syn-
chronisation interval 4, that for all intervals both
the clock synchronisation property and the group
membership property hold:

Vi : cs_prop(i) Amem_prop (i) (6)

The membership part of this theorem is trivially
true, since the proof for the group membership
property is actually independent of synchronisa-
tion intervals: the property holds for all slots and
hence also for all intervals (Pfeifer, 2000). As

for the clock synchronisation part, things are a bit
more involved. From an abstract point of view, the
proof of the induction step of the clock synchroni-
sation property proceeds according to the follow-
ing formula: If the clock synchronisation property
holds in the sth synchronisation interval and some
requirements for synchronisation are met, then the
clock synchronisation property also holds in the
i + 1stinterval.

cs_req(i)Aes_prop(i)=-cs_prop(i + 1) (7)

The expression cs_req(i) captures the re-
quirements that are necessary for the synchroni-
sation algorithm to work properly; in particular,
it is required all non-faulty nodes must agree on
whether or not the message from the broadcaster
of a slot was received correctly, and that a message
sent by a non-faulty broadcaster is received cor-
rectly by all non-faulty receivers. Note how these
requirements relate to the correctness properties
of TTP/C communication Agreement and Validity,
respectively, described above. Moreover, the re-
quirements directly rely on the availability of the
group membership service. Hence, one needs to
show that the membership property ensures that
the requirements for clock synchronisation can be
fulfilled.

Vi : mem_prop(i)Acs_prop(i)=cs_req(t)

®)
There is an additional conjunct, cs_prop(4), inthe
hypothesis of the formula above. This is due to the
fact that the membership property and the require-
ments for clock synchronisation are expressed at
different levels of abstraction. As explained ear-
lier, group membership is dealt with at the un-
timed synchronous system level, where the notion
of time is abstracted away. In contrast to this, the
clock synchronisation requirements are expressed
in terms of the ground model of TTA, which ex-
plicitly deals with timing issues. It is therefore
necessary to “map” the proof of group member-
ship down to the time-triggered system level. This
transformation, however, requires that synchro-
nised clocks are present (Rushby, 1997). This step
is the crucial part of the integration proof, as it es-
tablishes the relationship between clock synchro-
nisation and group membership.

Furthermore, the clocks need to be initially
synchronised, that is, the clock synchronisation
property must hold during the initial synchroni-
sation interval. We assume that this is the case.



cs_prop(0) ©)

The proof of the desired property (6) of inte-
grated synchronisation and membership services
can be accomplished by an easy induction on the
number of synchronisation intervals 7 using the
formulas above. For the inductive step in this
proof it is necessary to show that the introduced
abstractions can be resolved. On the one hand,
this means that the proof of group membership
must be transferred from the higher level of ab-
straction to the level in which the clock synchroni-
sation algorithm is modelled. On the other hand,
it must be shown that group membership indeed
provides an adequate interpretation of the abstract
entities in the synchronisation model such that the
presupposed hypotheses for clock synchronisation
are satisfied.

The outlined approach deals with the depen-
dencies between group membership and clock
synchronisation in two ways of abstraction. First,
the dependency of membership on clock synchro-
nisation is resolved by describing the group mem-
bership algorithm at the abstract level of untimed
synchronous systems. Second, the clock synchro-
nisation algorithm is parameterised by an abstract
assumption that captures the essence of what is re-
quired from the membership service.

5. CONCLUSIONS

We have described the development of a formal
framework to model and analyse critical aspects of
the Time-Triggered Architecture in order to pro-
vide mathematically substantiated arguments that
architecture and algorithms provide certain ser-
vices and satisfy certain critical properties, in sup-
port of the claims that TTA meets the high relia-
bility requirements of safety-critical applications
in the automotive and aerospace domain.

The central part of the framework consists of
a series of hierarchically organised formal mod-
els. Each of the models covers a particular aspect
of the various elements of the architecture at an
appropriate level of abstraction. The models are
divided into two classes: one that describes the be-
haviour of TTA nodes executing a given protocol
algorithm of TTP/C such as group membership,
and another that covers the communication among
the TTA nodes through the channels of the inter-
connection network. The models are expressed in
both an abstract and generic way. Genericity al-
lows for expressing the commonalities of a wide

range of designs in a coherent way. The models
that describe the behaviour of the communication
channels, for example, provide a generic treatment
of the guardians that allows the model to be re-
fined to either a central guardian-based view, or to
a model for local bus guardians.

The analysis of the properties of the com-
munication network of TTA has supported the
claim that the functionality of the guardians en-
sure that arbitrary node failures are converted into
fault modes that the TTP/C protocol algorithms
can tolerate. Thus, the strong fault hypothesis of
TTP/C can thus be replaced by a weaker, minimal
fault hypothesis on the correct behaviour of the
guardians, which has two direct advantages. First,
applications of TTA can rely on the architecture
to tolerate a broad class of faults, and, second,
protocol algorithms of TTP/C can be designed
for and analysed under the strong fault model,
which allows for simpler algorithms and signif-
icantly facilitates formal analysis. Furthermore,
previous analysis of TTP/C protocol algorithms
on group membership and clock synchronisation
remain valid also for the star network architecture
with central guardians.

We have also described how two flavours of
abstraction techniques can provide the required
separation of protocol services of TTP/C without
compromising the possibility of adequately inte-
grating the different analyses. First, we deal with
abstraction of the formal model itself. Here, the
formalisation of group membership is lifted to
the higher, more abstract level of untimed syn-
chronous systems that allows to express the im-
portant aspects of the service without referring to
details that are irrelevant to the essential service
properties. Second, we consider the abstraction
of the proof of a particular correctness property.
Here, the dependency of clock synchronisation on
group membership is dealt with by parameteris-
ing the correctness result relative to abstract as-
sumptions that capture the essence of what is re-
quired from the membership service. At this point
it is crucial, however, that these assumptions do
not require us to include the complete descrip-
tion of these other protocol parts into the formal
model of clock synchronisation. Consequently,
the assumptions about the environment must be
expressed in an abstract way. Of course, the va-
lidity of these assumptions must be demonstrated
in a second step, but this step is taken only at the
time the various separated models are integrated.
In this step, the abstractly expressed assumptions



are given concrete interpretations, and proofs must
then be given to show that the assumed interface
properties do hold indeed for the concrete instan-
tiations.

The benefit of this approach is that there is no
need to perform a double or parallel induction to
accomplish the proof of the integration theorem.
In fact, the two properties can be analysed inde-
pendently from each other and the interdependen-
cies of the two services can be clearly isolated and
resolved separately.

Future work on formally analysing TTA
could be aimed at broadening the focus of the
analyses. For instance, one needs to examine ad-
equate approaches to close the gap between the
rather abstract level of formal models and the con-
crete realizations of the protocol algorithms in
the silicon implementation of TTP/C. It would be
worthwhile to investigate how the formal models
and the methods used can be extended such that
a complete chain of correctness arguments can be
supported. This could also contribute towards for-
mal analysis being eventually used as a basis in
the certification of the Time-Triggered Protocol.

Moreover, techniques are required to be able
to reason about properties of TTA at the system
level. To this end, we need to find ways of speci-
fying and analysing a system built on top of TTA,
based on the properties that are provided by TTA
at its interfaces. Ultimately, this would allow
for deducing properties of a TTA application and
systems exploiting time-triggered communication
from the established properties of the TTP/C pro-
tocol.
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